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Defined by Characteristics

ﬁ(gnjuml el Highly virtualized

Reside between IoT devices and cloud

Not exclusively located at the edge

Cisco Systems

[22] Extends the Cloud

Generally used for IoT

Can be deployed anywhere

Fog device consists of processing,
storage, and network connectivity

Vagquero and
Rodero-Merino
[20]

heterogeneous, ubiquitous and
decentralised devices communication

Storage and processing done without
third party invention

Run in a sandboxed environment

Leasing part of users devices and
provide incentive

IBM [21] Defined Fog and Edge computing as
similar

Not depends on centralized cloud

Resides at network ends

Place some resource and at the edge of
the cloud

Proposed Virtualization and non-virtualization
Definition characteristics

Association with the cloud for
non-latency-aware processing and
storage

Any edge device with available
processing power and storage
capability can be act as a Fog device

Always resides between end users and
cloud
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Fog Cloud

Participating Nodes Constantly dynamic Variable

Management Distributed/Centralized Centralized

Any device with computation

Computation device Powerful Server System

power
Nature of Failure Highly diverse Predictable
High speed (With the
Connectivity from user Mostly wireless combination of wire and
wireless)
Internal connectivity Mostly wireless Mostly Wired

Battery/Direct power/Green

Power source
Energy, such as solar power

Direct power

Power consumption Low High

Computation capacity Low High

Storage capacity Low High

Network latency Low High

Node mobility High Very low

Number of intermediate hop One/Few Multi

Application type latency-aware Non latency-aware

Real time application handling ~ Achievable Difficult

Computation cost Low High

Cooling cost Very low High
Very little, also possible to

Space required for deployment  install at outdoor on existing Warehouse size building
infrastructure
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Computing
Paradigm & MCC MEC EC DC Fog-DC Fog
Applications
Offload mobile applications to the computation unit closer to the user
IoT related st Levioss st Lievices lg:e?:rl:i?; Ms?nti:re[ ai'[iis’ s\ll'rl\?l:to
Mobile apps Mobile apps (Fitbit, health (Fitbit, health & &rd, 8
apps e S transportation system, big data
monitoring) monitoring) i ¥
processing, stream processing
Conmection to'tie Yes Yes or No Yes or No No No Yes
Cloud
; ; Mobile / Smart sensor Smart sensor ; ;
Types of Users Mobile Mobile Stationary based devices based devices Mobile / Stationary
Virtualization Hypervisor / Hypervisor / Hypervisor ; ; ; ;
Technology Container Container J Container Container Container Hypervisor / Container
Main : : Any device with the capabilities of
2 Base station Micro Data :
Computation MEC server Smartphone Smartphone computation, storage, memory and
server Center
Element network adapter
Example of Ec-IoT
Commercial Akamai [42] - (Huawei) - - 10x (Cisco) [44]
Prototype [43]
Hyrax [45],
Example of R&D ) Saguna ) ) B )
Prototype Open-RAN
(46]
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Application
Autonomous Traffic

" nos e Vehicle Network

Security
Encryption Privacy Authentication
Resource Management
Resource " Energy Y s
Allocation Scheduling Salings Reliability Scalability
Storage
Data Backup Storage Virtualization

Pre and Post-Processing

Data Data Data Fl Data Data

Analysis Filtering e Trimming Reconstruction
Monitoring
System Resource Performance
Monitoring Demand Prediction
Fog Device, Server & Gateway
D.ewoe. SgorageA Connectivity ComPutatmn

Configuration Configuration Requirements

Physical
Physical Sensors Virtual Sensors
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Utilized 1/m/m/1 model where (1)
Alsaffar et al. Rc“solurcc Fog / et clogd brokcr: (l.n) TEfemito Simulation 2 . Response time, Server availability,
Allocation and many paths, (m) refers to many 3 Synthetic Yes Yes Yes No No : :
[103] pEeahan Cloud NI 5 ’ (CloudSim) No target time fast response time
Data Distribution Fog brokers in Fog environments,
and (1) refers to loT devices users.
2 Define optimal workload allocation
Generalized 7
among cloud and Fog which » "
Benders minimizes power consumption Stffnlaton
Deng et al. [104] Decomposi don Fog/ with a defined service delay. (MATLAB) Synthetic No No No Yes Yes NA NA
(GBD) algorithm Cloud Ny = . and No
B Proposed technique solved 5
and Hungarian g " Numerical
. workload allocation problem in
Algorithm
cloud and Fog.
Dynamic resource Ordering the resources into several Synthetic Pribe:compicdon
Nietal. [109] allocation Fog groups based on their processing Testbed = Yes No No No No NA HeomD
B (Random) No time
strategy capabilities.
Define the deployments of complex
" Backtracking Fog/ applications to Fog infrastructures, PR . i WO
Brogietal. [105] search algorithm Cloud which fulfil hardware, software and Simtlaon Yes NG No NG o No NA Latency; bindwidt
service quality requirements.
Efficient application deployment in
ModuleMapping Fog-Cloud environment for IoT
Taneja et al. [106] and LowerBound Eog/ based appllcall})ns by et}lploy‘lng S}mulaglon Synthetic Yes No No No Yes NA Latency
, Cloud module mapping algorithm for (iFogSim) No 7
Algorithm : i 2
cfficient utilization of network
infrastructure and resources.
G Grounded on an algorithm known
Distributed % 5 TS
. 3 Fog/ as Hybrid Alternating Direction 3 .
Yinetal. [107] Rcso:z;ce;};armg Cloud Method of Multipliers (H- Numerical NA No No Yes No No No No No
h ADMM) algorithm
Provide reward and penalty to each .
. 5 Numerical
% Energy- aware server depends on their energy Worldcup98
Pooranian et al. 2 & . N S s e and i . . s
[110] algorithm for Fog Fog characteristics such as maximum Simulation workload Yes No No No Yes Yes No Latency
data center frequency, maximum energy and 2 : (11 ¥
§ (iFogSim)
idle energy
S _— A resource-sharing model 2 - -
Sun et al. [63] Lrowd-l'undmc Fog grounded on the repeated game Hadoop Synthetic No No Yes No No SLA violation No
algorithm A 2 X cluster (Jmeter) No
theory in Fog computing paradigm
Relinquish probabilities of the
Aazam et al. Dynamic resource Fog/ customers by considering resource Simulation 3 .
[108] estimation Cloud utilization and the service quality (CloudSim) Real JoT;traces Yes No No No No No NA NA
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